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•  How to get started with a cybersecurity initiative? 

•  How to measure results and progress? 

•  How to prioritize efforts? 

•  How to gauge impact / risk of needs? 

Business Challenges 
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•  Numerous cybersecurity standards exist  

Technical Challenge 

http://blog.utest.com/wp-content/uploads/sites/2/2014/09/ISO-Logo.png
http://www.sans.org/
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Framework for Improving  Critical Infrastructure  Cybersecurity 

Developed by NIST under a Presidential initiative 
 
Targeted for government 
 
39 Pages of summary and references to other frameworks 
 
98 Controls 
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The ISO/IEC 27000-series (also known as the 'ISMS Family of Standards' 
or 'ISO27k' for short) comprises information security standards published 
jointly by the International Organization for Standardization (ISO) and the 
International Electrotechnical Commission (IEC). 
 
The series provides best practice recommendations on information 
security management, risks and controls within the context of an overall 
information security management system (ISMS), similar in design to 
management systems for quality assurance (the ISO 9000 series) and 
environmental protection (the ISO 14000 series). 

ISO 27000 

http://blog.utest.com/wp-content/uploads/sites/2/2014/09/ISO-Logo.png
http://en.wikipedia.org/wiki/Information_security
http://en.wikipedia.org/wiki/International_Organization_for_Standardization
http://en.wikipedia.org/wiki/International_Electrotechnical_Commission
http://en.wikipedia.org/wiki/Best_practice
http://en.wikipedia.org/wiki/Information_security_management_system
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The series is deliberately broad in scope, covering more than just privacy, 
confidentiality and IT or technical security issues. 
 
It is applicable to organizations of all shapes and sizes. All organizations are 
encouraged to assess their information security risks, then implement 
appropriate information security controls according to their needs, using the 
guidance and suggestions where relevant.  
 
Given the dynamic nature of information security, the ISMS concept 
incorporates continuous feedback and improvement activities, summarized by 
Deming's "plan-do-check-act" approach, that seek to address changes in the 
threats, vulnerabilities or impacts of information security incidents. 

ISO 27000 

http://blog.utest.com/wp-content/uploads/sites/2/2014/09/ISO-Logo.png
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ISO 27000 

http://blog.utest.com/wp-content/uploads/sites/2/2014/09/ISO-Logo.png
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. 

20 Critical Controls 

http://www.sans.org/
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Clear examples of control outputs based on current 
maturity and end goal 
 
More Technical than Management 
 
Recommend order of implementation debatable  

20 Critical Controls 

http://www.sans.org/
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Measuring Risk 

What is the Risk Equation? 
 

Risk = Impact X Probability/Cost 
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CySAFE Team 

•  Phil Bertolini, Chris Burrows – Oakland County 

•  Ed Winfield, Jeff Small – Wayne County 

•  Andy Brush – Washtenaw County  

•  Rich Malewicz – Livingston County 

•  Colleen Hinzmann – Monroe County 

•  Jessica Moy – State of Michigan 



• A practitioner's experience with these standards  
• Need an organized approach that addresses IT  

Security Management issues and Technical 
controls 

• 95/5 Rule (36 Controls out of 379) 
• All controls factor  (Cost / Time / Risk) 
• Reports built-in with trending and graphs 
• Private (only you have the data) 
• Takes 60 minutes to complete the assessment 

• FREE 
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•  CySAFE tool is an effective way to assess 
    and plan your cybersecurity efforts 
•  Designed for any size government entity 

•  In 60 minutes, you have a Priority List and Graphs 

•  Data is private; Only stored in Excel format 

•  Built for governments by governments / FREE 

•  Available for all via G2G Cloud Solutions  

http://www.g2gmarket.com 

• CySAFE for BUSINESS at www.advantageoakland.com 

Summary 
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Oakland County Initiatives 

1. Secure endpoints by removing ADMIN 
access 

2. ITSEC Training 
3. Multi-Factor Authentication 
4. Create Cyber Incident Response Plan 
5. Improving patching life cycle timing 



Recommendations 
free or low cost 

• Removing Admin rights 
• Turning on Windows Firewall 
• Bitlocker 
• Use a VPN (there are very cheap cloud based VPNs with low cost monthly fees)   No 

hardware or administration costs required 
• Turn Brower add-ons on like WOT (Web of Trust),  HTTPS only 
• Use Least Privilege Model 
• Communicate with staff about Risks and current threats. 
• Ask the users to report suspicious activity/emails 
• Patch often 
• Use a shredder 
• Create a IT Security Policy and communicate it to users 
• Add multifactor authentication 
• Change Passwords and make them complex 
• Use a Password Manager 
• Check your backups 
• Stay current with Web Browers (IE and Firefox) and any other systems that touch the 

internet 
• Segment your network 

 



Recommendations 
• Hire a CISO 
• # 1 priority for entire IT department 
• What standard are you measuring against? 

– ISO 27000 
– NIST 
– SANS 20 Critical Controls 

• Prepare to react, respond and recover 
• Training is key to success 
• The world of cyber security has changed 
• Use CySAFE!!! 



Wrap Up 
& 

Take-Aways 

Phil Bertolini, Deputy County Executive & CIO 
Oakland County, MI 

bertolinip@oakgov.com 
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